CryoSMART

CryoSMART ™

(Sample Management And Real Traceability)

Integrated IT system for the

automation, control
and traceability of biobanks
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The more information available about a sample, the
. more likely it will be used for research or therape  utic

the sample alone holds little value transplantation;
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CryoSMART

1. Introduction

When safety, reliability, and full scope sample traceability cannot be
compromised, the solution is CryoSMART™,

CryoSMART™ promises secure data management and infrastructure
automation for healthcare cryo-repositories and biological research centers

requiring GMP compliance.

CryoSMART™ is a web based, 21 CFR part 11' and GAMP 4? compliant system
that allows you to:
Monitor parameters and critical operating conditions from environmental
sensors (e.g.: oxygen detectors, pressure, humidity);
Control liquid nitrogen bio-sample storage vessels (temperature, liquid
nitrogen level, solenoid valves, lid), mechanical freezers (temperature,
door) and bulk tanks (pressure, level).?
Manage the automation and security  of your laboratory (automatic and
synchronous refilling of cryopreservation vessels, liquid nitrogen back up
for mechanical freezers, oxygen alarms and ventilation systems, badge
controlled access, etc). Any alarm that is identified as “critical” will be
remotely sent (via sms, voice call, email) to contacts of your choice.
Track and plan sample-related SOPs
Localize your samples and track specific sample-related trend (e.g.:

sample storage temperature).

121 CFR part 11. Biotech companies have historically submitted product applications to the
Food and Drug Administration (FDA) on paper. With the advent of technology this is nhow
dominated with electronic data records. Therefore, in FDA's efforts to protect human health, they
have had to put controls in place to ensure that this “technological” data is as reliable as the
original “paper” one. The 1997 electronic signatures rule (21 CFR 11) is the document which
defines those controls. 21 CFR part 11 stipulates the rules concerning the use of the electronic
records and also defines the requirements for data capture, storage, retrieval, maintenance and
security of those records. This kind of approach is becoming more and more important for those
biobanks that store or plan to store significant amount of data related to samples

2 GAMP 4 (Good Automated Manufacturing Practice): guidelines for the definition of a global
approach to quality in the development of information systems for biotech companies.

3 Tanks and freezers require inspection to understand if they are compatible.
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Create complete audit trails (e.g.: sample inventory; sample temperature
history, etc.)

All of the above functions are integrated in a unique, web based, automated,
technologically advanced IT platform, thus reducing the number of paper records
and/or systems that normally need to be used to manage lab operations. .

The data collected are stored in a database in which the samples are identified,

listed and classed, thus creating a virtual direct link to the samples themselves.

CryoSMART will guarantee “safe traceability" reducing human errors and
helping operators in managing alarms, SOPs and sample localization issues in a
safe manner. This will tremendously help in building and tracking the most

valuable data linked to the "life" of stored samples.

As an example, some of the information that can be linked to every single
sample is the following:
Location of sample (country, lab, freezer, rack, position)
Status of sample (for example Quarantine, Storage, Analysis, etc)
Temperature trend from the beginning of the storage of the sample
Controlled Rate Freezing cycle
Name of operator that has accessed and/or processed the sample
Products used to process the sample (for example cryoprotectant —
volume, lot number, expiration date, manufacturer, etc)
Results of laboratory tests

History of all the actions that have been executed on the sample

CryoSMART will also remind, manage and keep track of maintenance
operations such as calibrations and cleaning of freezers. Operators are
reminded (via email, phone, or web) of actions that are scheduled to be

executed on specific pieces of equipment.

Furthermore, if your laboratory runs CryoSMART™, you will appreciate:
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Fast installation, thanks to an extremely simple and standard connection
technique

Remote on-line management and assistance.

High flexibility, given that existing facilities can be expanded without major
side effects

Intranet / internet communication.

Environmental control

13

Badges, webcams, PDA Freezers

Fig. 1

The access to all of the system’s components is safe thanks to a highly

redundant and protected hardware / software architecture.

The software and hardware architecture is based on Web server and Ethernet
network and gives remote access to all devices (servers, controllers, access and
control devices), thus reducing the need for technical intervention in situ and

allowing a quick identification of any alarm.

Being a web-based system, CryoSMART is very helpful for multi-site
laboratories that want to share a common platform. Operators/users are
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associated to predefined “groups” according to the level of authorizations that
they need to have. The administrator of the system can modify the configuration

at any time.

2. Hardware Architecture

The functional hardware architecture may be described as a multi-functional
system:

Central Server and back up Station

Environmental controllers

Sample access control devices (optional)

Hardware components are uL* approved.

2.1The Central Server

This component manages:
The main database (SQL) and its configuration
The web server for the user’s interface
The services required for data pooling and for the system’s automation

Wireless communication (optional)

2.2The Backup Station

This component is critical for the safety of your operations and manages:
The control panel
The correct functioning of the central server at any time

In case of failure of the Central Server, the Backup station:

4 UL is an independent, not-for-profit, product-safety testing and certification organization.

The UL Mark on a product means that UL has tested and evaluated representative samples of
that product and determined that it meets UL's requirements.

The UL Mark is one of the most recognized, accepted and trusted symbols in the world. Safety-
conscious and concerned consumers look for the UL Mark on products they buy.

This document is the property of Air Liquide. 6
Distribution, reproduction, publication is not allowed without written approval by Air Liquide.



CryoSMART

0 manages the pooling and automation services of the
cryopreservation rooms

0 manages wireless communication of the emergency alarms

2.3The Environmental Controller

This component is required for any laboratory that needs control of
environmental parameters (e.g.: %02). The controller is integrated with blinkers
and buzzers.
The Environmental Controller:
Collects data detected by the environmental sensors and sends it to the
central server (via Ethernet)
Manages set points of environmental parameters.
If required, controls the ventilation of the lab in order to maintain a safe

volumetric percentage of ambient oxygen.

Weh based software
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2.4Sample access control devices

The access control devices are the following optional parts:
Badge readers for doors
IP WebCam with a movement sensor to record images of operations
carried out on the freezers/samples
Industrial PDAs to track the operations carried out on the samples. These
wireless devices are also used for sample handling purposes.

Barcode printers.

3. Software Architecture of the system

The access to CryoSMART is extremely secure thanks to a double firewall
architecture (network//server and server//database), which prevents any
unauthorized access.

The user interface is administered by the central server, which is connected to
the intranet and/or a WAN network as a web portal. Every user (internal or
external) has access to the system via an internet browser (no additional
software needs to be installed on your users’ PC, except for adobe to read pdf
audit trail reports).

CryoSMART automatically modulates its functions according to the

authorizations of the connected user.

3.1 Alarm management

The system is subdivided logically into four logic areas, shown in Figure 3. The
subdivision is purely logic/functional and does not necessarily reflect the
hardware actually used.

According to this subdivision, CryoSMART comprises the following areas:
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- Field Devices : area 31 comprises all the devices constituting the
instrumentation of the installation (laboratory) and of any communication
interfaces.

- Field Automation : area 32 comprises one or more field supervisors in a
redundant configuration, and serves to automate the devices and the data
gathering.

- Main database : area 33 comprises the server with the main database and
appropriate multi-channel communication systems, for the historical
consolidation of the data and the management of the services of the user
U interface.

- User Interface : area 34 comprises computers or portable devices

permitting the operability of the users U on the system.

Fig. 3

These four levels communicate together via three communication systems

shown schematically in Figure 3:

- Automation Control 35: these serve to gather and to send the data and its
indications by the devices and the interfaces, the data for management of
the automation of the installation and for gathering the data.

- Data Gathering 36: this serves to manage the data communication of the
field supervisors and the installation configuration.

- Interface Services 37: these serve to manage the multi-channel interface

of the main database with the user U.
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When at least one of the data monitored deviates from an interval of preset
values, alarms are activated. The alarm is both an audible and visual alert. For
additional safety, CryoSMART sends remote alarm messages via SMS, phone,
email. Critical alarms will also be shown (blinking message) on the main
interface. SMS and phone calls are set to 3 telephone numbers. CryoSMART
reiterates (number 1 number 2 number 3 number 1 ...) the calls and

messages until answered.

3.2  Sample traceability and “sample handling” (optional)

Every sample is univocally identified with a numerical code.

The wireless connection allows you to be online with the main CryoSMART™
system. This device is usually appreciated when having to store or retrieve
samples in larger biobanks (e.g.: 10 or more storage vessels) because it

reduces human mistakes.

3.2.1 Brief description of the how the optional wireless PDA is used

Users will first be authorized (badge and personal password) and will then
receive information regarding the sample and its localization.

During sample handling the user must validate barcodes at every processing
step (e.g.: sample acceptance, freezing, storage, etc). The user will then receive
visual information on how to proceed. Every action will be traced and stored on
CryoSMART™ database.

Moreover, the PDA can immediately notify of possible critical situations or

anomalies and suggest the necessary corrections.

3.3 Reports and audit trails

You have a choice of preconfigured reports. These reports are usually the ones
that are used more frequently. Each document produced has a univocal

reference number, guaranteeing security and traceability.

This document is the property of Air Liquide. 1C
Distribution, reproduction, publication is not allowed without written approval by Air Liquide.



CryoSMART

New reports (optional) may be configured pulling data from the SQL database
via multidimensional OLAP (On Line Analytical Processing) tools. Databases
configured for OLAP, such as CryoSMART database, employ a multidimensional
data model, allowing for complex analytical and ad-hoc queries with a rapid

execution time.

3.4  Administration of disposables

In order to obtain full sample traceability, it is often useful to track disposable
materials (solutions, reagents, etc) used during your processing and freezing
procedures. CryoSMART can efficiently manage the stock of these materials,
allowing:
Forecast of the availability of all the material required to perform SOPs.
Management and traceability of all used materials (supplier, lot number,

purchasing date, and expiration dates).

4, Service and Maintenance

CryoSMART is an Air Liquide owned system. Air Liquide each year dedicates
resources to make sure the system is constantly updated and improved to meet
edge technology requirements. Each change on CryoSMART Software will be
tracked and followed with a revision/release number. Changes will be gathered,
published and deployed as service packs or security patches indexed with the
version/release number.

Additionally, CryoSMART end users are offered a series of “service packages”

(listed below) to enhance the system’s efficiency.

4.1 Remote Maintenance

4.1.1 General Field Monitoring
The following elements of CryoSMART will be monitored:

RS485 network
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Ethernet network
Remote connection (either VPN or UMTS)
Field devices connectivity
Hardware connectivity
Software services:
o Cryo local DB Exchanger
o Cryo field manager
0 SQL Server 2000
0 Web Servers (1IS5, 11S6)

o MSDE server
This monitoring will be operational 24h/24, 365d/365.

4.1.2. Server and field PC
Weekly check of the following elements:
Disc space,

Fundamental parameters of machines (CPU usage, access to the disc,
RAM usage),

Functionality measures of the performance and the data flow between the

principal and the field databases,

4.1.3 Field devices
Weekly check of the following elements:
Functional integrity,
Connectivity performance,
Functionality of the redundancy and backup strategies.

Weekly analysis of alarms and actions
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4.1.4 Software Updating
This service includes:
installation of service pack;
installation of security patches;
updating of CryoSMART with the latest version available;

Updating of antivirus software.

4.2  Additional Services

4.2.1 Reports on Demand

This service is optional. Reports must be jointly defined and approved by Air
Liquide and End User. Approved reports will be built on Microsoft SQL Server
Reporting Services.
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